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Abstract: The article analyzes the risks associated with the rapid development of artificial 
intelligence (AI) technologies in the United Arab Emirates (UAE) and their impact on 
psychological security. Along with the positive aspects of AI adoption, there are also significant 
risks associated with its malicious use (MUAI) in an advanced country. The authors consider the 
threats of malicious use of AI through the prism of a three-level classification: from the spread of 
misconceptions about AI and the consequences of its development, to targeted attacks aimed at 
undermining psychological stability in the state. The authors emphasize that the challenges for 
the country become pressing and encompass all three threat levels. The first level is related to the 
manipulation of rising unemployment rates and threats to personal security that can be caused by 
the introduction of AI. At the second level, the greatest risks are virtual fraud, including through 
the use of chatbots, as well as hacker attacks on critical infrastructure of the state. Analysis of 
the third level of threats has shown that there is growing public concern about the ability of AI to 
create fake information and actively promote it in virtual space. Citizens often fall victim to the 
use of such technologies themselves due to their excessive gullibility and insufficient awareness 
of online risks. The article emphasizes the need to strengthen cybersecurity measures and develop 
strategies to counter MUAI in order to ensure a positive trend against the threats posed by the 
malicious use of AI in the UAE. 
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